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1
Decision/action requested

Approve the proposed PCR for inclusion in TR 33.813
2
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3
Rationale

This contribution proposes an evaluation for the newly proposed solution #X to address Key Issue #6: Confidentiality protection of NSSAI and home control. The solution builds on a similar notion of temporary T-S-NSSAIs as in solution #8. The UE transmits hashed T-S-NSSAI in the AS layer instead of cleartext T-S-NSSAI. T-S-NSSAIs are maintained per PLMN.
4
Detailed proposal

*********************************************** Start of Changes ************************

7.x.3
Evaluation

The Solution #X builds on a similar notion of temporary T-S-NSSAIs as introduced in existing Solution #8. The UE transmits hashed T-S-NSSAI in the AS layer instead of cleartext T-S-NSSAI while alleviating UE privacy/linkability attacks in addition to providing confidentiality protection for NSSAI transmission. 

Solution X is an hybrid approach where actions for S-NSSAI privacy protection are performed in both the UE and the network. As such,  it can also complement existing Solutions #8 and #10 as it would minimize the need for the network to provision the UE with new S-NSSAI pseudonyms every time an update is required. 

This solution protects against security threats in Key Issue #6 and is fully compliant with the potential security requirements from Key Issue #6. 

*************************************************** End of changes ******************************
